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The Problem

The CPA loaded a chopper with $1.4 billion-
it never arrived at the bank in Irbil, Iraq
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The Result




Office of International Affairs

United States Central Authority
Advises Law Enforcement Officials

Prepares, presents, and executes treaty
and non-treaty (letters rogatory and letters
of request) requests for assistance

Provides guidance on fugitive
apprehension and return and
extraterritorial operations




Weaknesses of International
Criminal Conspiracies

m Formation

m Communication
m Consideration
m Enforcement




Formation

— O LAW tNFUHCEM NT SENSITIVE

Eroma:
Sent: Tuesday, Seplember 21, 2004 10:41 Al

T

" Subject: Fwd: Urgent

BN ]cocc send me three Invpices cne I vour nare, one it mine and invent znother.
TGDI’ ]."]";ff.' TEIf ]I I't-l—q tl'ﬂiﬂ }':'L{'I]'El [':} i..IHj 1"11Td1,1__”_'] HJ_EL £ c‘ﬂ!'f,' "\rl.'"d]' l_r]_'iff‘: a1E I}Jr ]“'\mtq‘[ 50 l|,".r‘j-l_:I can net EhE if.'ﬂﬂﬁ‘l’
Need those urgently by tonighs.,




Communication

m Electronic Communications Privacy Act

18 U.S.C. 2703
Preservation Letter
Subpoena
Court Order
Search Warrant




Foreign-Located Information or
Evidence

m Cooperative Framework

m Alternative Source of Obligation
Multilateral Instruments
UN Security Council Resolutions

m Reciprocity or Domestic Law
m Embassy Is Not U.S. Soll




Multilateral Instruments

m MLATS/Letters Rogatory/Request
s UN Convention Against Corruption

m UN Convention Against Transnational
Organized Crime

m UN Convention for the Suppression of
Terrorist Financing




UNCAC

Article 46(1): Parties shall afford one another “the widest measure of
mutual legal assistance in investigations, prosecutions and judicial
proceedings in relation to offences covered by this Convention.”

m Articles 15 through 23, covered offenses include bribery,
embezzlement, and money laundering.

= Articles 46(3)(f) identifies assistance to include “[p]roviding originals
or certified copies of relevant documents and records, mcludlng
government, bank, financial, corporate or business records.”

m Article 46(8): “States Parties shall not decline to render mutual Iegal
assistance pursuant to this article on the ground of bank secrecy.’




Security Council Resolutions

“The appropriate authorities designated
to execute this request can be assured
that the judicial authorities of the United
States are authorized to assist foreign
governments and tribunals pursuant to a
similar request from [Country].

28 U.S.C. §1782




Domestic Sources of
Financial Records

m FInCen/Credit Reporting Services
m FedWire/CHIPS

m Bank Subpoenas

m Egmont Group




Unilateral International Measures

Failed or Weak State
Unable or Unwilling Cooperator

Class and Location of Records
Bank of Nova Scotia (BNS) Subpoena
Patriot Act Subpoena
Consent Directives
Voluntary Witness




Bank of Nova Scotia

m Records Located Overseas

m U.S. Branch Office

m Clearances/Concurrences

m OIA Analysis/Recommendation
m State Department Notification



Patriot Act Subpoena

s Administrative Subpoena Related to
Correspondent Account

m Infrequently Employed

m More Clearances/Concurrences
m Service and Notice

m Tool for Negotiation




onsideration: Cash in the Mall
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Consideration: Cash In the Mall




Consideration: Direct Cash Deposits

Savings Account Summary
Account number: ¢ NN Account Link number: (0&8468739

Balance Summary

Beginning Deposits and Checks and other
balance other addilions deductions

567.18 37.706.07 38,301.00

As of 03/31, atotal of  $2.75 ininlerest was

Interest Summary
gamed this yesr.

Annual Percentage Number of days Average collecled
Yield Eamed (AFYE) in interast penod balance for APYE

0.20% 31 11,379.09

There were 19 Depesits and Other Additions

Deposits and Other Additions
totaling $37,706.07

Date Amount  Descrigtion

03402 1,674.00 Deposit Reference No. 024130061

nH03 1.206.15 Deposit Reference No. 027649129 x

0310 1.700.00  Branch Deposit Tel 0300041002 0095
03z 1,600.00 Branch Deposit Tel 0300041001 0101
0315 2,000.00 Telephone Transfer From 0000009009479768
0315 2,200.00 Branch Deposit Tel 0300045027 0097
0317 1,900.00 Branch Deposit Tel 0300041002 0100
03718 2.458,00 Deposit Reference No. 025321005

0319 100.00 Twh Auto Transfer From 8008479768
0319 3.000.00 Branch Deposit Tel 0300045002 0221
03422 3,100.00 Branch Deposit Tel 0300045027 0252
03422 2,600.00 Branch Deposit Tel 0300045027 0167
03423 2,800.00 Branch Deposit Tel 0300040508 0006
0324 1,800.00 Branch Deposit Tel 0300045026 0031
03/30 6,000.00 Branch Deposit Tel 0300041002 0245
03730 1,268.00 Branch Deposil Tel 0300045026 D068
03131 1,500.00 Telephone Transfer From 0000008008478768
0331 708.00 Branch Deposit Tel 0300040602 0096
03431 1.92  interest Payment

There were 4 Online or Electronic Banking

Online and Electronic Banking Deductions
Deduclions tolaling  $3.801.00

Diate Amount  Descrplion

0308
0310
0315
a7

1.400.00
T700.00
1.00
1.700.00

Telephone Transier To
Telephone Transler To
Telephone Transfer To
Telephone Transfer To

0000009009479768
0000009008479768
0000009008479768
000000800247 9768




Consideration: Cash to a Shill
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Consideration: Cash to a Shill
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Consideration: Money Orders
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Consideration: Money Orders

s . .

@ Pentagon Federal Credit Union
Distmpuizhed Members, Prowen Service”
B 320 Addesarwdeia, Virgings 229132032 wrw PenFedaone

CONSOLIDATED STATEMENT

Prepared for dMaembsr
Member Humber
Statement Period TOE2005 THRU C2/046/2005

REGULAR SHARE ACCOUNT Actount Numbe *

bote Descriptian Paid in Other Share
ar Withdrawn Charges Balance

01706705 PREVIOUS BALANCE L181.93
QR PTESHA FE e P STT PO e Ll il
13 S U T 7 e E R S Bt O Fooidegdr

01720705 RET TELLER TRANSFER DR -7 000, G0 .
VIFEe# 0o+ RERE-TRANERER-BEPOSET b S S g e SR

1721705 PREAUTHORIZED DEPOSIT 800,400 10,956,
DFAS-TH  LDHD, THARMY ALLT

DErO4F05 ATHM WITHORAWAL FEE 1.5
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Q205705 DIVIDERD LaF 16,462,

50 .50 Li, 955, 47
B 16,453,684

ARMNLAL FERCENTAGE YIELD EARMED: 1.00% based on 31 days
ANMUAL PERCENTAGE YIELD (APY) 1.00% JANUARY AND FEGRUARY




Consideration: Direct Wire Deposits
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Consideration: Wire to a Shill
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Consideration: Wire to a Shill
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Consideration: Wire to a Shill

QOkay this will be taken care of foday, inshallah.

Okay 1
with love

N

Hello R

Bank Name: First hawatian bank
Branch: Pearl city

Company name: |||

Accouni #:-
Routing #:

I need vou to send SOK from the money assad send 10 [Jfjaccount to this sccount. We are purchasing
something from this company.
Thanks




Consideration: Wire to a Shill

Fosting
e

Transacticn Description

05/03/04

09/07/04

09/13/04

09/13/04

08/17/04

05/20,/04

09/20/04

Go/20/04

0%/27/04

DIRECT DEPCEIT
TOTALCHECK TCK BETL. 050304

DIRECT DEPFOSIT
SERVICE REGDEFCSIT 080304

=)
)
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%
2
2
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2

DIRECT DEPOSIT
MERCHANT SERVICE REGDEROSIT 091004

DIRECT DEPOSIT
MERCHENT SERVICE REGDEPOSIT (91604

DIRECT DEROSIT
MERCHENT SERVICE REGDEROSIT (91204

DIRECT DEPCSIT
MERCHANT SERVICE REGDEPOSIT 091804

DIRECT DEFOSIT
AMERICEN EXPRESS SETTLEMENT 052004

WIRE TRANSFER (CREDIT
040927001896

0000148540

0000115380

0000158010

Q00158010

Qeools0sll

00001383650

DOCOLBIGSD

0000183650

0080756550




Consideration: Wire to a Shill

3
8

AL
¥ OFFICIAL BANK CHECK

TR 03042046
Feasl Giry Eraacn

B s e TWRERTY M2 IR THOLSARD DOLLARY AND 07 DEHTS

Ciiner v (GHEEARRE




ltems of Value: Vehicles

2005._4_24




ltems of Value: Computers

Area-51 5500




Other Records

m Hotel, Telephone, Property, Vital Records
18 U.S.C. § 3505

Hague Convention on the Abolition of
Legalization of Foreign Public Documents

28 U.S.C. 81746




Iraq

Sul generis

Official Records — Not a party to Hague
Convention on Abolition of Legalization of
Foreign Public Documents

Business records — 18 U.S.C. 3505

Search Warrants -- On base, FOBs, Off base
Serving Subpoenas

Interviews

Arrests and Repatriation




Kuwalt

Official records — Not a party to Hague
Convention on Abolition of Legalization of
Foreign Public Documents

Business records — 18 U.S.C. 3505/Unilateral
Measures

Search Warrants

Serving Subpoenas
Interviews

Arrests and Repatriations




Afghanistan

Official Records — Not a party to Hague
Convention on Abolition of Legalization of
Foreign Public Documents

Business Records — 18 U.S.C. 3505
Search Warrants

Serving Subpoenas

Interviews




Major John Cockerham




Cockerham’s Ledger
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Runs in the Family
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Cockerham’s Crackerjack Decoder Ring

COC_ITEMD48-0002




Fugitive Apprehension and Return

m Consent
m Bilateral Treaty
m International Obligation

m Domestic Law
Basis for Extradition
Basis for Expulsion, Deportation or Return

m Lures




Additional Considerations

Nationality of individual
Urgency

Location

Transit

Other

Red Notice

Passport Revocation/Expulsion
Visa Cancelation




Irag/Kuwait/Afghanistan

m |raq
1934 Treaty
Beginning to promote cooperative measures

Unilateral approaches
m Kuwalilt
No treaty

Cooperative measures
Seek transit authorization

= Afghanistan
No treaty, though have used UN instrument




Law Enforcement Operations

m Conformity with Local Law

Presumptively Reasonable
Coordination with DOJ, L/LEI, DOD, COM

m Search Warrants & Anticipatory
Suppression Issue

m Joint Venture Doctrine
m Posse Commitatus
m Call In Advance




The Result

“And, what’s worse, this has cost me some Iraqi contracts.”




